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using System;
using System.Collections.Generic;
using System.Linq;
using System.Web;
using System.Web.UI;
using System.Web.UI.WebControls;
using System.Data.SqlClient;
using System.Net;
using System.Net.Mail;
using System.Runtime;
using System.Runtime.InteropServices;

namespace easyexam._a_d_m_i_n___s_e_c_t_i_o_n
{
    public partial class _forget_Password : System.Web.UI.Page
    {
        CONTROLLER DbCn = new CONTROLLER();
        protected void Page_Load(object sender, EventArgs e)
        {
            if(!IsPostBack)
            {
                // -------- Generate Captcha --------------*
                DbCn.function_CaptchaNewGenerate();
                hfCaptchaReal.Value = DbCn.vrCaptchaReal;
                txtCaptchaDisplay.Text = DbCn.CaptchaDisplayChar;
                txtCaptchaEnter.Text = "";
                txtCaptchaEnter.Focus();
                // -------- Generate Captcha End ---------------
            }
        }

        protected void ibtn_Captcha_Click(object sender, ImageClickEventArgs e)
        {
            // -------- Generate Captcha --------------*
            DbCn.function_CaptchaNewGenerate();
            hfCaptchaReal.Value = DbCn.vrCaptchaReal;
            txtCaptchaDisplay.Text = DbCn.CaptchaDisplayChar;
            txtCaptchaEnter.Text = "";
            txtCaptchaEnter.Focus();
            // -------- Generate Captcha End ---------------
        }
        protected void btnSendOTP_Click(object sender, EventArgs e)
        {
            if (txtEmailID.Text.Length > 5 && txtEmailID.Text.Contains( "@"))
            {
                CONTROLLER.connSQL_SERVER();
                CONTROLLER.DbCon.Close();
                CONTROLLER.DbCon.Open(); 
                DbCn.DbCmd = new SqlCommand("SELECT * FROM [dbEasyExamBase].
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[SQL123Aa].[_2019_empRecord] WHERE emailID =@emailID" , 
CONTROLLER.DbCon);

                DbCn.DbCmd.Parameters.Add(new SqlParameter("@emailID", 
txtEmailID.Text.ToLower()));

                SqlDataReader DataReader01 = DbCn.DbCmd.ExecuteReader();
                if (DataReader01.Read())
                {
                    lbl_empID.Text = DataReader01[ "empID"].ToString();
                    CONTROLLER.DbCon.Close();
                    // -------- OTP --------------*
                    DbCn.function_CaptchaNewGenerate();
                    lbl_generateOTP.Text = DbCn.vrCaptchaReal.Substring(0,4);

                    // -------- OTP End ---------------
                     try
                    {
                    using (MailMessage message = new MailMessage())
                        {
                            message.From = new MailAddress

("info@easyexam.net.in");
                            message.To.Add(new MailAddress

(txtEmailID.Text.ToLower()));
                            //message.CC.Add(new MailAddress

("easyexam99@gmail.com"));
                            message.Subject = "Password Reset Request";
                            message.IsBodyHtml = true;
                            message.Body = "<html><head></head><body>OTP : <b>"

 + DbCn.CaptchaDisplayChar.Substring(0, 4) + "</b><hr /></
body></html>";//txtMessageBody.Text;

                            SmtpClient client = new SmtpClient();
                            //client.Host = "easyexam.net.in";
                            SmtpClient MailClient = new SmtpClient

("easyexam.net.in");
                            MailClient.Credentials = new 

System.Net.NetworkCredential("info@easyexam.net.in", 
"A_P_triple#3@5");

                            MailClient.Send(message);
                            //client.Send(message);
                            ScriptManager.RegisterStartupScript(this, 

this.GetType(), "alert", "alert('OTP send to your email 
ID');", true);

                            //div_SendOTP.Visible = false; 
div_resetPassword.Visible = false;

                            // -------- Generate Captcha --------------*
                            DbCn.function_CaptchaNewGenerate();
                            hfCaptchaReal.Value = DbCn.vrCaptchaReal;
                            txtCaptchaDisplay.Text = DbCn.CaptchaDisplayChar;
                            txtCaptchaEnter.Text = "";
                            txtCaptchaEnter.Focus();
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                            // -------- Generate Captcha End ---------------
                            div_resetPassword.Visible = true;
                            div_SendOTP.Visible = false;
                        }
                    }
                    catch
                    {
                        CONTROLLER.DbCon.Close();
                       ScriptManager.RegisterStartupScript(this, this.GetType

(), "alert", "alert('Unable to send OTP now. Try later');" ,
 true);

                    }
                    btn_ReSendOTP.Visible = true;
                }
                else
                {
                    CONTROLLER.DbCon.Close();
                    ScriptManager.RegisterStartupScript(this, this.GetType(), 

"alert", "alert('email ID not in My Record. Try later');" , 
true);

                    txtEmailID.Focus();
                }
            }
            else
            {
                ScriptManager.RegisterStartupScript(this, this.GetType(), 

"alert", "alert('Invalid Email ID');", true);
                txtEmailID.Focus();
            }

        }

        protected void btnPasswordReset_Click(object sender, EventArgs e)
        {
            if (txtOTP.Text == lbl_generateOTP.Text)
            {
                if (txtNewPassword.Text.Length >= 6 && 

txtNewPassword.Text.Length <= 10)
                {
                    if (txtNewPassword.Text == txtReEnterPassword.Text)
                    {
                        try
                        {
                            CONTROLLER.connSQL_SERVER();
                            CONTROLLER.DbCon.Open();
                            DbCn.DbCmd = new SqlCommand("UPDATE 

[dbEasyExamBase].[SQL123Aa].[_2019_empLoginDetails] " +
                                "SET password = @password WHERE empID = 

@empID", CONTROLLER.DbCon);
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                            DbCn.DbCmd.Parameters.Add(new SqlParameter
("@empID", lbl_empID.Text));

                            DbCn.DbCmd.Parameters.Add(new SqlParameter
("@password", txtNewPassword.Text));

                            DbCn.DbCmd.ExecuteNonQuery();
                            CONTROLLER.DbCon.Close();
                            ScriptManager.RegisterStartupScript(this, 

this.GetType(), "alert", "alert('Password Change 
Successfully');", true);

                            
                        }
                        catch
                        {
                            ScriptManager.RegisterStartupScript(this, 

this.GetType(), "alert", "alert('Unable to Update Password.
 Try later');", true);

                        }
                    }
                    else
                    {
                        ScriptManager.RegisterStartupScript(this, this.GetType

(), "alert", "alert('Re Entered Password not match to New 
Password');", true);

                        txtNewPassword.Text = ""; txtNewPassword.Focus();
                    }
                }
                else
                {
                    ScriptManager.RegisterStartupScript(this, this.GetType(), 

"alert", "alert('Password must be between 6 to 10 
character');", true);

                    txtNewPassword.Text = ""; txtNewPassword.Focus();
                }
            }
            else
            {
                ScriptManager.RegisterStartupScript(this, this.GetType(), 

"alert", "alert('Incorrect OTP');", true);
                txtOTP.Text = ""; txtOTP.Focus();
            }
        }

        protected void btn_ReSendOTP_Click(object sender, EventArgs e)
        {
            // -------- OTP --------------*
            DbCn.function_CaptchaNewGenerate();
            lbl_generateOTP.Text = DbCn.vrCaptchaReal.Substring(0, 4);

            // -------- OTP End ---------------
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            try
            {
                using (MailMessage message = new MailMessage())
                {
                    message.From = new MailAddress("info@easyexam.net.in");
                    message.To.Add(new MailAddress(txtEmailID.Text.ToLower()));
                    //message.CC.Add(new MailAddress("easyexam99@gmail.com"));
                    message.Subject = "Password Reset Request";
                    message.IsBodyHtml = true;
                    message.Body = "<html><head></head><body>OTP : <b>" + 

DbCn.CaptchaDisplayChar.Substring(0, 4) + "</b><hr /></
body></html>";//txtMessageBody.Text;

                    SmtpClient client = new SmtpClient();
                    //client.Host = "easyexam.net.in";
                    SmtpClient MailClient = new SmtpClient("easyexam.net.in");
                    MailClient.Credentials = new System.Net.NetworkCredential

("info@easyexam.net.in", "A_P_triple#3@5");
                    MailClient.Send(message);
                    //client.Send(message);
                    ScriptManager.RegisterStartupScript(this, this.GetType(), 

"alert", "alert('OTP send to your email ID');", true);
                    //div_SendOTP.Visible = false; div_resetPassword.Visible = 

false;
                    // -------- Generate Captcha --------------*
                    DbCn.function_CaptchaNewGenerate();
                    hfCaptchaReal.Value = DbCn.vrCaptchaReal;
                    txtCaptchaDisplay.Text = DbCn.CaptchaDisplayChar;
                    txtCaptchaEnter.Text = "";
                    txtCaptchaEnter.Focus();
                    // -------- Generate Captcha End ---------------

                }
            }
            catch
            {
                CONTROLLER.DbCon.Close();
                ScriptManager.RegisterStartupScript(this, this.GetType(), 

"alert", "alert('Unable to send OTP now. Try later');" , 
true);

            }
        }
    }
}


